PRIVACY POLICY

Last updated October 18, 2023

This privacy notice for Pacifica Regency Palms LLC (doing business as Pacifica Senior Living
Mission Villa) ("we," "us" or "our"), describes how and why we might collect, store, use, and/or

share ("process") your information when you use our services ("Services"), such as when you:

Visit our website at pacificamissionvillacom, or any welbsite of ours that links to this privacy
notice.

Engage with us in other related ways, including any sales, marketing, or events.

Questions or concerns? Reading this privacy notice will help you understand your privacy rights
and choices. If you do not agree with our policies and practices, please do not use our Services. If
you still have any questions or concerns, please contact us at
corporatemarketing@jpacificaseniorliving.com.

SUMMARY OF KEY POINTS

This summary provides key points from our privacy notice, but you can find out more details
about any of these topics by clicking the link following each key point or by using our table of
contents below to find the section you are looking for.

What personal information do we process? When you visit, use, or navigate our Services, we
may process personal information depending on how you interact with us and the Services, the
choices you make, and the products and features you use. Learn more about personal
information you disclose to us.

Do we process any sensitive personal information? We may process sensitive personal
information when necessary with your consent or as otherwise permitted by applicable law.
Learn more about sensitive information we process.

Do we receive any information from third parties? We may receive information from public
databases, marketing partners, social media platforms, and other outside sources. Learn more
about information collected from other sources.

How do we process your information? We process your information to provide, improve, and
administer our Services, communicate with you, for security and fraud prevention, and to
comply with law. We may also process your information for other purposes with your consent.
We process your information only when we have a valid legal reason to do so. Learn more about
how we process your information.

In what situations and with which types of parties do we share personal information? We may
share information in specific situations and with specific categories of third parties. Learn more
about when and with whom we share your personal information.

How do we keep your information safe? We have organizational and technical processes and
procedures in place to protect your personal information. However, no electronic transmission
over the internet or information storage technology can be guaranteed to be 100% secure, so


http://pacificamissionvilla.com/

we cannot promise or guarantee that hackers, cybercriminals, or other unauthorized third
parties will not be able to defeat our security and improperly collect, access, steal, or modify your
information. Learn more about how we keep your information safe.

What are your rights? Depending on where you are located geographically, the applicable
privacy law may mean you have certain rights regarding your personal information. Learn more
about your privacy rights.

How do you exercise your rights? The easiest way to exercise your rights is by visiting
Corporatemarketing@jpacificaseniorliving.com, or by contacting us. We will consider and act
upon any request in accordance with applicable data protection laws.

Want to learn more about what we do with any information we collect? Review the privacy
notice in full.
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1. WHAT INFORMATION DO WE COLLECT? Personal information you disclose to us.
In Short: We collect personal information that you provide to us.

We collect personal information that you voluntarily provide to us when you express an interest
in obtaining information about us or our products and Services, when you participate in
activities on the Services, or otherwise when you contact us.

Personal Information Provided by You. The personal information that we collect depends on the
context of your interactions with us and the Services, the choices you make, and the products
and features you use. The personal information we collect may include the following:

names
phone numbers
email addresses
mailing addresses

Sensitive Information. When necessary, with your consent or as otherwise permitted by
applicable law, we process the following categories of sensitive information:

e health data



All personal information that you provide to us must be true, complete, and accurate, and you
must notify us of any changes to such personal information.

Information automatically collected

In Short: Some information — such as your Internet Protocol (IP) address and/or browser and
device characteristics — is collected automatically when you visit our Services.

We automatically collect certain information when you visit, use, or navigate the Services. This
information does not reveal your specific identity (like your name or contact information) but
may include device and usage information, such as your IP address, browser and device
characteristics, operating system, language preferences, referring URLs, device name, country,
location, information about how and when you use our Services, and other technical
information. This information is primarily needed to maintain the security and operation of our
Services, and for our internal analytics and reporting purposes.

Like many businesses, we also collect information through cookies and similar technologies.
The information we collect includes:

e |Logand Usage Data. Log and usage data is service-related, diagnostic, usage, and
performance information our servers automatically collect when you access or use our
Services and which we record in log files. Depending on how you interact with us, this
log data may include your IP address, device information, browser type, and settings
and information about your activity in the Services (such as the date/time stamps
associated with your usage, pages and files viewed, searches, and other actions you take
such as which features you use), device event information (such as system activity, error
reports (sometimes called "crash dumps"), and hardware settings).

e Device Data. We collect device data such as information about your computer, phone,
tablet, or other device you use to access the Services. Depending on the device used,
this device data may include information such as your IP address (or proxy server),
device and application identification numbers, location, browser type, hardware model,
Internet service provider and/or mobile carrier, operating system, and system
configuration information.

e |ocation Data. We collect location data such as information about your device's location,
which can be either precise or imprecise. How much information we collect depends on
the type and settings of the device you use to access the Services. For example, we may
use GPS and other technologies to collect geolocation data that tells us your current
location (based on your IP address). You can opt out of allowing us to collect this
information either by refusing access to the information or by disabling your Location
setting on your device. However, if you choose to opt out, you may not be able to use
certain aspects of the Services.

Information collected from other sources

In Short: We may collect limited data from public databases, marketing partners, and other
outside sources.



In order to enhance our ability to provide relevant marketing, offers, and services to you and
update our records, we may obtain information about you from other sources, such as public
databases, joint marketing partners, affiliate programs, data providers, and from other third
parties. This information includes mailing addresses, job titles, email addresses, phone
numbers, intent data (or user behavior data), Internet Protocol (IP) addresses, social media
profiles, social media URLs, and custom profiles, for purposes of targeted advertising and event
promotion.

2. HOW DO WE PROCESS YOUR INFORMATION?

In Short: We process your information to provide, improve, and administer our Services,
communicate with you, for security and fraud prevention, and to comply with law. We may also
process your information for other purposes with your consent.

We process your personal information for a variety of reasons, depending on how you interact
with our Services, including:

e Todeliver and facilitate delivery of services to the user. We may process your information
to provide you with the requested service.

e Torespond to user inquiries/offer support to users. We may process your information to
respond to your inquiries and solve any potential issues you might have with the
requested service.

e Torequest feedback. We may process your information when necessary to request
feedback and to contact you about your use of our Services.

e Tosendyou marketing and promotional communications. We may process the
personal information you send to us for our marketing purposes, if this is in accordance
with your marketing preferences. You can opt out of our marketing emails at any time.
For more information, see "WHAT ARE YOUR PRIVACY RICHTS?" below.

e To deliver targeted advertising to you. We may process your information to develop and
display personalized content and advertising tailored to your interests, location, and
more.

e Toevaluate and improve our Services, products, marketing, and your experience. We
may process your information when we believe it is necessary to identify usage trends,
determine the effectiveness of our promotional campaigns, and to evaluate and
improve our Services, products, marketing, and your experience.

e Toidentify usage trends. We may process information about how you use our Services to
better understand how they are being used so we can improve them.

e Todetermine the effectiveness of our marketing and promotional campaigns. We may
process your information to better understand how to provide marketing and
promotional campaigns that are most relevant to you.

3. WHEN AND WITH WHOM DO WE SHARE YOUR PERSONAL INFORMATION?

In Short: We may share information in specific situations described in this section and/or with
the following categories of third parties.



Vendors, Consultants, and Other Third-Party Service Providers. We may share your data with
third-party vendors, service providers, contractors, or agents ("third parties") who perform
services for us or on our behalf and require access to such information to do that work. The
categories of third parties we may share personal information with are as follows:

Ad Networks

Data Analytics Services
Finance & Accounting Tools
Sales & Marketing Tools

We also may need to share your personal information in the following situations:

e Business Transfers. We may share or transfer your information in connection with, or
during negotiations of, any merger, sale of company assets, financing, or acquisition of
all or a portion of our business to another company.

e \When we use Google Maps Platform APls. We may share your information with certain
Google Maps Platform APIs (e.g., Google Maps API, Places API). We obtain and store on
your device ("cache") your location. You may revoke your consent anytime by contacting
us at the contact details provided at the end of this document.

e Affiliates. We may share your information with our affiliates, in which case we will require
those affiliates to honor this privacy notice. Affiliates include our parent company and
any subsidiaries, joint venture partners, or other companies that we control or that are
under common control with us.

4. DO WE USE COOKIES AND OTHER TRACKING TECHNOLOGIES?

In Short: We may use cookies and other tracking technologies to collect and store your
information.

We may use cookies and similar tracking technologies (like web beacons and pixels) to access
or store information. Specific information about how we use such technologies and how you
can refuse certain cookies is set out in our Cookie Notice.

5. HOW LONG DO WE KEEP YOUR INFORMATION?

In Short: We keep your information for as long as necessary to fulfill the purposes outlined in
this privacy notice unless otherwise required by law.

We will only keep your personal information for as long as it is necessary for the purposes set
out in this privacy notice, unless a longer retention period is required or permitted by law (such
as tax, accounting, or other legal requirements).

When we have no ongoing legitimate business need to process your personal information, we
will either delete or anonymize such information, or, if this is not possible (for example, because
your personal information has been stored in backup archives), then we will securely store your
personal information and isolate it from any further processing until deletion is possible.

6. HOW DO WE KEEP YOUR INFORMATION SAFE?

In Short: We aim to protect your personal information through a system of organizational and
technical security measures.



We have implemented appropriate and reasonable technical and organizational security
measures designed to protect the security of any personal information we process. However,
despite our safeguards and efforts to secure your information, no electronic transmission over
the Internet or information storage technology can be guaranteed to be 100% secure, so we
cannot promise or guarantee that hackers, cybercriminals, or other unauthorized third parties
will not be able to defeat our security and improperly collect, access, steal, or modify your
information. Although we will do our best to protect your personal information, transmission of
personal information to and from our Services is at your own risk. You should only access the
Services within a secure environment.

7. DO WE COLLECT INFORMATION FROM MINORS?
In Short: We do not knowingly collect data from or market to children under 18 years of age.

We do not knowingly solicit data from or market to children under 18 years of age. By using the
Services, you represent that you are at least 18 or that you are the parent or guardian of such a
minor and consent to such minor dependent’s use of the Services. If we learn that personal
information from users less than 18 years of age has been collected, we will deactivate the
account and take reasonable measures to promptly delete such data from our records. If you
become aware of any data we may have collected from children under age 18, please contact us
at

8. WHAT ARE YOUR PRIVACY RIGHTS?
In Short: You may review, change, or terminate your account at any time.

Withdrawing your consent: If we are relying on your consent to process your personal
information, which may be express and/or implied consent depending on the applicable law,
you have the right to withdraw your consent at any time. You can withdraw your consent at any
time by contacting us by using the contact details provided in the section "HOW CAN YOU
CONTACT US ABOUT THIS NOTICE?" below.

However, please note that this will not affect the lawfulness of the processing before its
withdrawal nor, when applicable law allows, will it affect the processing of your personal
information conducted in reliance on lawful processing grounds other than consent.

Opting out of marketing and promotional communications: You can unsubscribe from our
marketing and promotional communications at any time by clicking on the unsubscribe link in
the emails that we send, or by contacting us using the details provided in the section "HOW
CAN YOU CONTACT US ABOUT THIS NOTICE?" below. You will then be removed from the
marketing lists. However, we may still cormmmunicate with you — for example, to send you
service-related messages that are necessary for the administration and use of your account, to
respond to service requests, or for other non-marketing purposes.

Cookies and similar technologies: Most Web browsers are set to accept cookies by default. If you
prefer, you can usually choose to set your browser to remove cookies and to reject cookies. If you
choose to remove cookies or reject cookies, this could affect certain features or services of our
Services.

If you have questions or comments about your privacy rights, you may email us at
corporatemarketing@pacificaseniorliving.com.

9. CONTROLS FOR DO-NOT-TRACK FEATURES
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Most web browsers and some mobile operating systems and mobile applications include a
Do-Not-Track ("DNT") feature or setting you can activate to signal your privacy preference not to
have data about your online browsing activities monitored and collected. At this stage no
uniform technology standard for recognizing and implementing DNT signals has been
finalized. As such, we do not currently respond to DNT browser signals or any other mechanism
that automatically commmunicates your choice not to be tracked online. If a standard for online
tracking is adopted that we must follow in the future, we will inform you about that practice in a

revised version of this privacy notice.

10. DO UNITED STATES RESIDENTS HAVE SPECIFIC PRIVACY RIGHTS?

In Short: If you are a resident of California, Colorado, Virginia, Connecticut or Utah, you are
granted specific rights regarding access to your personal information.

What categories of personal information do we collect?

We have collected the following categories of personal information in the past twelve (12)

months:
Category Examples
Collected
A. ldentifiers Contact details, such as real name, alias, postal address, | YES
telephone or mobile contact number, unique personal
identifier, online identifier, Internet Protocol address,
email address, and account name
B. Personal information as | Name, contact information, education, YES
defined in the California employment, employment history, and financial
Customer Records statute | information
C. Protected classification Cender and date of birth YES
characteristics under state
or federal law
D. Commercial information | Transaction information, purchase history, financial NO
details, and payment information
E. Biometric information Fingerprints and voiceprints NO
F. Internet or other similar Browsing history, search history, online behavior, interest | NO
network activity data, and interactions with our and other websites,
applications, systems, and advertisements
C. Geolocation data Device location NO
H. Audio, electronic, visual, |lImages and audio, video or call recordings NO
thermal, olfactory, or similar | created in connection with our business activities
information
|. Professional or Business contact details in order to provide you our NO
employment-related Services at a business level or job title, work history, and
information professional qualifications if you apply for a job with us
J. Education Information Student records and directory information NO




K. Inferences drawn from Inferences drawn from any of the collected personal NO

collected personal information listed above to create a profile or surmmary

information about, for example, an individual's preferences and
characteristics

L. Sensitive personal NO

Information

We will use and retain the collected personal information as needed to provide the Services or
for:

e Category A - Aslong as the user has an account with us
e Category B - As long as the user has an account with us
e Category C - As long as the user has an account with us

We may also collect other personal information outside of these categories through instances
where you interact with us in person, online, or by phone or mail in the context of

e Receiving help through our customer support channels;
e Participation in customer surveys or contests; and
e [acilitation in the delivery of our Services and to respond to your inquiries.

How do we use and share your personal information?

Learn about how we use your personal information in the section, "HOW DO WE PROCESS
YOUR INFORMATION?"

We collect and share your personal information through:

e Targeting cookies/Marketing cookies
e Social media cookies
e Beacons/Pixels/Tags

Will your information be shared with anyone else?

We may disclose your personal information with our service providers pursuant to a written
contract between us and each service provider. Learn more about how we disclose personal
information in the section, "WHEN AND WITH WHOM DO WE SHARE YOUR PERSONAL
INFORMATION?"

We may use your personal information for our own business purposes, such as for undertaking
internal research for technological development and demonstration. This is not considered to
be "selling" your personal information.

We have not sold or shared any personal information to third parties for a business or
commercial purpose in the preceding twelve (12) months. We have disclosed the following
categories of personal information to third parties for a business or commercial purpose in the
preceding twelve (12) months:

The categories of third parties to whom we disclosed personal information for a business or
commercial purpose can be found under "WHEN AND WITH WHOM DO WE SHARE YOUR
PERSONAL INFORMATION?"



California Residents

California Civil Code Section 1798.83, also known as the "Shine The Light" law permits our users
who are California residents to request and obtain from us, once a year and free of charge,
information about categories of personal information (if any) we disclosed to third parties for
direct marketing purposes and the names and addresses of all third parties with which we
shared personal information in the immediately preceding calendar year. If you are a California
resident and would like to make such a request, please submit your request in writing to us
using the contact information provided below.

If you are under 18 years of age, reside in California, and have a registered account with the
Services, you have the right to request removal of unwanted data that you publicly post on the
Services. To request removal of such data, please contact us using the contact information
provided below and include the email address associated with your account and a statement
that you reside in California. We will make sure the data is not publicly displayed on the Services,
but please be aware that the data may not be completely or comprehensively removed from all
our systems (e.g., backups, etc)).

CCPA Privacy Notice

This section applies only to California residents. Under the California Consumer Privacy Act
(CCPA), you have the rights listed below.

The California Code of Regulations defines a "residents" as:

1. Everyindividual who is in the State of California for other than a temporary or transitory
purpose and

2. Everyindividual who is domiciled in the State of California who is outside the State of
California for a temporary or transitory purpose

All other individuals are defined as "non-residents."

If this definition of "resident" applies to you, we must adhere to certain rights and obligations
regarding your personal information

Your rights with respect to your personal data
Right to request deletion of the data — Request to delete

You can ask for the deletion of your personal information. If you ask us to delete your personal
information, we will respect your request and delete your personal information, subject to
certain exceptions provided by law, such as (but not limited to) the exercise by another
consumer of his or her right to free speech, our compliance requirements resulting from a legal
obligation, or any processing that may be required to protect against illegal activities.

Right to be informed — Request to know

Depending on the circumstances, you have a right to know:
e whether we collect and use your personal information:;
e the categories of personal information that we collect;

the purposes for which the collected personal information is used:
e whether we sell or share personal information to third parties;



e the categories of personal information that we sold, shared, or disclosed for a business
purpose;

e the categories of third parties to whom the personal information was sold, shared, or
disclosed for a business purpose;

e the business or commmercial purpose for collecting, selling, or sharing personal
information; and

e the specific pieces of personal information we collected about you.

In accordance with applicable law, we are not obligated to provide or delete consumer
information that is de-identified in response to a consumer request or to re- identify individual
data to verify a consumer request.

Right to Non-Discrimination for the Exercise of a Consumer's Privacy Rights We will not
discriminate against you if you exercise your privacy rights. Right to Limit Use and Disclosure of
Sensitive Personal Information

We do not process consumer's sensitive personal information. Verification process.

Upon receiving your request, we will need to verify your identity to determine you are the same
person about whom we have the information in our system. These verification efforts require us
to ask you to provide information so that we can match it with information you have previously
provided us. For instance, depending on the type of request you submit, we may ask you to
provide certain information so that we can match the information you provide with the
information we already have on file, or we may contact you through a communication method
(e.g., phone or email) that you have previously provided to us. We may also use other verification
methods as the circumstances dictate.

We will only use personal information provided in your request to verify your identity or
authority to make the request. To the extent possible, we will avoid requesting additional
information from you for the purposes of verification. However, if we cannot verify your identity
from the information already maintained by us, we may request that you provide additional
information for the purposes of verifying your identity and for security or fraud-prevention
purposes. We will delete such additionally provided information as soon as we finish verifying
yOou.

Other privacy rights

e You may object to the processing of your personal information..

e You may request correction of your personal data if it is incorrect or no longer relevant,
or ask to restrict the processing of the information.

e You can designate an authorized agent to make a request under the CCPA on your
behalf. We may deny a request from an authorized agent that does not submit proof
that they have been validly authorized to act on your behalf in accordance with the
CCPA.

e You may request to opt out from future selling or sharing of your personal information
to third parties. Upon receiving an opt-out request, we will act upon the request as soon
as feasibly possible, but no later than fifteen (15) days from the date of the request
submission.

To exercise these rights, you can contact us by visiting
Corporatemarketing@jpacificaseniorliving.com, by visiting pacificamissionvilla.com or by
referring to the contact details at the bottom of this document. If you have a complaint about
how we handle your data, we would like to hear from you.
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Colorado Residents

This section applies only to Colorado residents. Under the Colorado Privacy Act (CPA), you have
the rights listed below. However, these rights are not absolute, and in certain cases, we may
decline your request as permitted by law.

Right to be informed whether or not we are processing your personal data
Right to access your personal data

Right to correct inaccuracies in your personal data

Right to request deletion of your personal data

Right to obtain a copy of the personal data you previously shared with us

Right to opt out of the processing of your personal data if it is used for targeted
advertising, the sale of personal data, or profiling in furtherance of decisions that
produce legal or similarly significant effects ("profiling")

To submit a request to exercise these rights described above, please email
corporatemarketing@jpacificaseniorliving.com or visit
Corporatemarketing@pacificaseniorliving.com.

If we decline to take action regarding your request and you wish to appeal our decision, please
email us at corporatemarketing@pacificaseniorliving.com. Within forty-five (45) days of receipt
of an appeal, we will inform you in writing of any action taken or not taken in response to the
appeal, including a written explanation of the reasons for the decisions.

Connecticut Residents

This section applies only to Connecticut residents. Under the Connecticut Data Privacy Act
(CTDPA), you have the rights listed below. However, these rights are not absolute, and in certain
cases, we may decline your request as permitted by law.

e Right to be informed whether or not we are processing your personal data Right to
access your personal data

Right to correct inaccuracies in your personal data

Right to request deletion of your personal data

Right to obtain a copy of the personal data you previously shared with us

Right to opt out of the processing of your personal data if it is used for targeted
advertising, the sale of personal data, or profiling in furtherance of decisions that
produce legal or similarly significant effects ("profiling")

To submit a request to exercise these rights described above, please email
corporatemarketing@pacificaseniorliving.com or visit
Corporatemarketing@pacificaseniorliving.com.

If we decline to take action regarding your request and you wish to appeal our decision, please
email us at corporatemarketing@pacificaseniorliving.com. Within sixty (60) days of receipt of an
appeal, we will inform you in writing of any action
tahkettnpso:r/naolttatvaiksetansiennrioerslpivoings.ecotomthe appeal, including a written
explanation of the reasons for the decisions.
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Utah Residents

This section applies only to Utah residents. Under the Utah Consumer Privacy Act (UCPA), you
have the rights listed below. However, these rights are not absolute, and in certain cases, we
may decline your request as permitted by law.

Right to be informed whether or not we are processing your personal data
Right to access your personal data

Right to request deletion of your personal data

Right to obtain a copy of the personal data you previously shared with us
Right to opt out of the processing of your personal data if it is used for targeted
advertising or the sale of personal data

To submit a request to exercise these rights described above, please email
corporatemarketing@pacificaseniorliving.com or visit
Corporatemarketing@pacificaseniorliving.com.

Virginia Residents
Under the Virginia Consumer Data Protection Act (VCDPA):

"Consumer" means a natural person who is a resident of the Commonwealth acting only in an
individual or household context. It does not include a natural person acting in a commercial or
employment context.

"Personal data" means any information that is linked or reasonably linkable to an identified or
identifiable natural person. "Personal data" does not include de-identified data or publicly
available information.

"Sale of personal data" means the exchange of personal data for monetary consideration.

If this definition of "consumer" applies to you, we must adhere to certain rights and obligations
regarding your personal data.

e Your rights with respect to your personal data

Right to be informed whether or not we are processing your personal data Right to
access your personal data

Right to correct inaccuracies in your personal data

Right to request deletion of your personal data

Right to obtain a copy of the personal data you previously shared with us

Right to opt out of the processing of your personal data if it is used for targeted
advertising, the sale of personal data, or profiling in furtherance of decisions that
produce legal or similarly significant effects ("profiling")

Exercise your rights provided under the Virginia VCDPA

You may contact us by email at corporatemarketing@pacificaseniorliving.com or visit
Corporatemarketing@pacificaseniorliving.com.
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If you are using an authorized agent to exercise your rights, we may deny a request if the
authorized agent does not submit proof that they have been validly authorized to act on your
behalf.

Verification process

We may request that you provide additional information reasonably necessary to verify you and
your consumer's request. If you submit the request through an authorized agent, we may need
to collect additional information to verify your identity before processing your request.

Upon receiving your request, we will respond without undue delay, but in all cases, within
forty-five (45) days of receipt. The response period may be extended once by forty-five (45)
additional days when reasonably necessary. We will inform you of any such extension within the
initial 45-day response period, together with the reason for the extension.

Right to appeal

If we decline to take action regarding your request, we will inform you of our decision and
reasoning behind it. If you wish to appeal our decision, please email us at
corporatemarketing@jpacificaseniorliving.com. Within sixty (60) days of receipt of an appeal, we
will inform you in writing of any action taken or not taken in response to the appeal, including a
written explanation of the reasons for the decisions. If your appeal is denied, you may contact
the Attorney General to submit a complaint.

11. DO WE MAKE UPDATES TO THIS NOTICE?
In Short: Yes, we will update this notice as necessary to stay compliant with relevant laws.

We may update this privacy notice from time to time. The updated version will be indicated by
an updated "Revised" date and the updated version will be effective as soon as it is accessible. If
we make material changes to this privacy notice, we may notify you either by prominently
posting a notice of such changes or by directly sending you a notification. We encourage you to
review this privacy notice frequently to be informed of how we are protecting your information.

12. HOW CAN YOU CONTACT US ABOUT THIS NOTICE?

If you have questions or comments about this notice, you may email us at or contact
us by post at:

Pacifica Regency Palms LLC 2041 West Vista Way
Vista, CA 92083
United States

13. HOW CAN YOU REVIEW, UPDATE, OR DELETE THE DATA WE COLLECT FROM YOU?

Based on the applicable laws of your country, you may have the right to request access to the
personal information we collect from you, change that information, or delete it. To request to
review, update, or delete your personal information, please visit:
Corporatemarketing@pacificaseniorliving.com.



CCPA Privacy Policy for California Residents (Pre

CPRA)

Law stated as of 31 Dec 2022 . California

CPRA amendments to the CCPA took effect Jan. 1, 2023, but enforcement for new
requirements cannot start until July 1, 2023 and only apply to later conduct. The Agency's
regulation revisions are now final. Updates to this resource are in progress.

A model website privacy policy or supplemental privacy policy for use by organizations that
collect, store, use, share, sell, or disclose the personal information of California residents. This
California-specific notice addresses requirements from the California Consumer Privacy Act of
2018 (CCPA) and other California privacy laws. This Standard Document has integrated notes
with important explanations and drafting tips.

Note: On November 3, 2020, California voters approved the California Privacy Rights Act

of 2020 (Proposition 24) (CPRA), which will amend and expand the CCPA on January 1, 2023.
The CCPA remains in effect until the CPRA's operative date. For more on the CPRA's privacy
notice changes, see Practice Note, Drafting CCPA and CPRA Notices and Privacy Policies. For
more on the CPRA generally, see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA) and CPRA Regulation Tracker.
Drafting Note: Read This Before Using Document

This Standard Document provides a California-specific privacy policy containing various
disclosures required by the California Consumer Privacy Act of 2018 (CCPA) and the CCPA
Regulations (Cal. Civ. Code §§1798.100 to 1798.199.95; Cal. Code Regs. tit. 11, §§ 7000 to 7102)
(see Practice Note, Drafting CCPA and CPRA Notices and Privacy Policies: Privacy Policy).
The CCPA grants consumers, defined as California residents, specific rights regarding their
personal information, including information, deletion, and sales prevention rights (see
Practice Note, Understanding the California Consumer Privacy Act (CCPA) and the California
Privacy Rights Act (CPRA): Consumer Rights). Several different CCPA sections require
businesses to make affirmative disclosures to consumers in privacy policies or other notices
(see Practice Note, Drafting CCPA and CPRA Notices and Privacy Policies: CCPA
Section-by-Section Notice Requirement Summary).

The CCPA Regulations separate the CCPA's disparate notice requirements into four different
notice types:

A notice at collection.

A privacy policy.

A notice of right to opt out.

A notice of financial incentive.

(Cal. Code Regs. tit. 11, 88 7001(l), (m), (n), (p), and 7010.)

This Standard Document provides the CCPA privacy policy (Cal. Code Regs. tit. 11, §§
7001(p)

and 7011). A CCPA privacy policy differs from a notice at collection because it provides
broader, comprehensive disclosures about the business's general practices rather than
a specific disclosure tailored to the particular collection activities (Cal. Code Regs. tit. 11,
§§ 7001(l) and 7012).

For more on the CCPA's different notice types, see Practice Note, Drafting CCPA and
CPRA Notices and Privacy Policies.



Amended several times since its initial passage, the CCPA went into effect January 1,
2020 and regulatory enforcement began on July 1, 2020. On November 3, 2020,
California voters approved a ballot initiative that will amend and expand the CCPA, the
California Privacy Rights Act of 2020 (CPRA). Most of the CPRA's substantive CCPA
amendments do not take effect until January 1, 2023, so businesses should continue to
follow the CCPA and CCPA Regulations while they prepare for the CPRA's new
requirements. For more on the CPRA, the CCPA, and their history, see Practice Note,
Understanding the California Consumer Privacy Act (CCPA) and the California Privacy
Rights Act (CPRA) and Box, History of the CCPA and CPRA.

Regulations developed by the California Attorney General (California AG)
implementing the CCPA became effective on August 14, 2020 and were amended on
March 15, 2021 (Cal. Code Regs. tit. 11, §§ 7000 to 7102). The process of preparing and
implementing regulations for the CPRA is ongoing. For more

on the regulations' progress, including possible revisions to the current CCPA
Regulations, see CPRA Regulation Tracker.

Given its expansiveness and broad reach, the CCPA is likely to significantly impact
entities both inside and outside California that collect and process California residents'
personal information. For a broader discussion of the CCPA, including which business
must comply with it, see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA). For the full list of
CCPA resources, see California Privacy Toolkit (CCPA and CPRA).

CCPA Privacy Policy Requirements

The CCPA privacy policy is a business's comprehensive statement describing its online
and offline business practices on personal information collection, use, disclosure, and
sale, and the consumer's related rights (Cal. Code Regs. tit. 11, §§ 7001(p), 7010(a),
7011(a)(1)). The CCPA and CCPA Regulations organize the required privacy policy
disclosures as follows:

Right to know disclosures, including:

an explanation of the consumer's right to request that a business disclose what
personal information it collects, uses, discloses, and sells about that consumer (see
Right to Know and Data Portability);

instructions for submitting a verifiable consumer request to know and links to any
online request form or portal provided to make those requests (see Exercising Your
Rights to Know or Delete);

a general description of the business's process for verifying consumer requests,
including any information the consumer must provide (see Exercising Your Rights to
Know or Delete);

the personal information categories collected about consumers in the preceding 12
months (see Information We Collect);

the categories of sources from which the business collected personal information (see
Information We Collect);

the business or commmercial purpose for collecting or selling personal information (see
Use of Personal Information);

a statement on personal information disclosures for a business purpose (see Sharing
Personal Information); and



a statement on personal information sales disclosures (see Sharing Personal
Information).

Right to deletion disclosures, including an explanation of the right, submission
instructions, and

the verification process (see Right to Delete and Exercising Your Rights to Know or
Delete).

Right to opt-out disclosures, including an explanation of the right, statements about
sales, submission instructions, and the verification process (see Personal Information
Sales Opt-Out and Opt-In Rights and Sharing Personal Information).

Right to non-discrimination disclosure, explaining the consumer's right not to
receive discriminatory treatment by the business for exercising their CCPA consumer
rights (see Non- Discrimination).

Authorized agent disclosure, describing how agents can make CCPA-related
requests on the consumer's behalf (see Exercising Your Rights to Know or Delete and
Personal Information Sales Opt-Out and Opt-In Rights).

Statistical metrics on the business's response to consumer rights requests, if the
business meets certain disclosure thresholds (see [CCPA Rights Request Metrics]).
Deidentified patient information disclosures, if the business sells or discloses
deidentified patient information (see [Deidentified Patient Information]).

Contact information consumers can use to submit questions or concerns about the
business's privacy practices, using a method that reflects how the business primarily
interacts with consumers (see Contact Information).

Date it was last updated or reviewed.

(Cal. Civ. Code §§1798.105, 1798.115, 1798.120, and 1798.130; Cal. Code Regs. tit. 11, §
7011(c).) This rights-based listing of required elements differs from the approach that
many US-based privacy policies currently take, which typically present each of these
elements in a different order (see, for example, Standard Document, Website Privacy
Policy).

The California AG specifically notes that the CCPA Regulations provided the elements
list to help clarify the privacy policy's content requirements, not to prescribe how a
business's privacy policy organizes and displays that information (CCPA ISOR at 14).
This allows businesses to present each privacy policy element in their preferred order.
To maintain consistency with other privacy policies, this Standard Document provides
the CCPA Regulations' required elements within the prior organizational structure.
For a full overview of the CCPA's requirements, see Practice Note, Understanding the
California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA).
For more on the CCPA's notice requirements, see Practice Note, Drafting CCPA and
CPRA Notices and Privacy Policies.

For more on drafting privacy policies in general, see Practice Note, Drafting Privacy
Notices and Drafting a Privacy Notice Checklist.

Regular Review Required

The businesses must review and update its CCPA privacy policy's content at least
every 12 months (Cal. Civ. Code §1798.130(a)(5)). The business should also establish
practices and procedures to ensure legal counsel learns when activities requiring a
notice revision occur, such as:

Collecting, disclosing, or selling new or different categories of personal information.



Disclosing or selling personal information to new or different categories of third
parties.
Using, disclosing, or selling personal information for new or different purposes.
Selling personal information for the first time.
Policy Presentation and Format
The CCPA does not establish a required form or format for compliant privacy policies.
Rather, it allows each business to adopt a notice format that best fits its activities.
However, it does direct covered businesses to:
Adopt a format that is reasonably accessible to consumers.
Make the required disclosures in either:
an online privacy policy, if the business has one;
in any California-specific description of consumer privacy rights, if provided; or
on its internet website, if the business does not maintain an online privacy policy or
California- specific rights description.
(Cal. Civ. Code §1798.130(a)(5); Cal. Code Regs. tit. 11, § 7011(a)(2), (b).)
The business must also make its CCPA privacy policy available in a printable format
and conspicuously use the word "privacy" in online links (Cal. Code Regs. tit. 11, §
7011(a)(2)(E), (b)). The CCPA Regulations clarify that businesses without an internet
website must make the privacy policy conspicuously available to consumers (Cal. Code
Regs. tit. 11, § 70T1(b)).
The CCPA Regulations also set out general privacy policy presentation requirements
that apply to all CCPA notices. They require the business to design and present the
notice information in a way that is understandable and easy for a consumer to read,
including:
Using plain, straightforward language and avoiding technical or legal jargon.
Making the policy readable by using the best format for the display, including on
smaller screens, if applicable.
Translating the policy, if applicable, so it appears in the language the business
ordinarily uses to provide sales announcements, contracts, disclaimers, or other
information to consumers in California.
Ensuring consumers with disabilities can reasonably access the policy by, for example:
e following generally recognized industry standards, such as the Web Content
Accessibility Guidelines published by the World Wide Web Consortium for
online notices (see W3C: Web Content Accessibility Guidelines (WCAQG)
Overview); and
e for other contexts, describing how a consumer with a disability may access the
policy in an alternative format.
(Cal. Code Regs. tit. 11, § 7011(a) (2) (A) to (D)).
For more on the CCPA's privacy policy's format and location requirements, see
Practice Note, Drafting CCPA and CPRA Notices and Privacy Policies:
Presentation Requirements.
Assumptions
This privacy policy for California residents assumes that:
The business shares personal information with entities that qualify as service providers
or restricted third parties under the CCPA (see Practice Note, Understanding the



California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Service Providers and Third Parties).

e The CCPA applies to the business.

e The business maintains a general privacy policy that links to/from this
California-specific notice, such as Standard Document, Website Privacy Policy.
Other Considerations
To ensure the California-specific privacy policy accurately reflects the business's
current and anticipated personal information uses and practices, ensure its review
before publication by:

e Senior management.

e Business and technical employees responsible for operating the site and responding
to CCPA rights requests.

e Operating units responsible for controlling access to and use of personal information
collected from the site.

e lLegal counsel.

The business should periodically audit compliance with the California-specific privacy
policy. It should also periodically verify compliance with the outlined practices,
particularly any choices and methods given to consumers for exercising their CCPA
rights (for example, to opt-out of personal information sales). Failing to implement
effective procedures and technology to comply with user opt-out requests exposes
the business to potential liability.

Bracketed Items

Complete bracketed items in ALL CAPS with the specific and relevant facts. Bracketed
items in sentence case are either optional provisions or include alternative language
choices that the drafting party should select, add, or delete at its discretion.

[COMPANY] Privacy Policy for California Residents

Effective Date: [DATE]

Last [Updated/Reviewed] on: [DATE]

This Privacy Policy for California Residents supplements the information contained in
[COMPANY]'s [HYPERLINKED URL TO GENERAL PRIVACY POLICY] and applies solely to all
visitors, users, and others who reside in the State of California ("consumers" or "you"). We
adopt this notice to comply with the California Consumer Privacy Act of 2018 (CCPA) and any
terms defined in the CCPA have the same meaning when used in this Policy.

[This Policy does not apply to workforce-related personal information collected from
California-based employees, job applicants, contractors, or similar individuals (see
[HYPERLINKED URL TO CALIFORNIA EMPLOYEE PRIVACY POLICY]).]

[Where noted in this Policy, the CCPA temporarily exempts personal information reflecting a
written or verbal business-to-business communication ("B2B personal information") from
some of its requirements.]

Drafting Note: Introduction

Effective or Revision Date

The policy should identify the date it was last updated and optionally, the date it was last
reviewed (Cal. Code Regs. tit. 11, § 7011(c)(7)).

The CCPA requires the business to review and update the privacy policy's content at least
every 12 months (Cal. Civ. Code § 1798.130(a)(5)). If the annual review does not cause the



business to change or alter the policy, it should use the alternate "last reviewed" language.
This confirms that the required annual review took place but did not lead to changes
requiring a new effective date.

Temporary Exclusions for Workforce and B2B Personal Information

The 2019 CCPA Amendments and the CPRA grant covered businesses temporary relief (until
at least January 1, 2023) from most of the CCPA's requirements for certain:

Workforce-related personal information.

Personal information reflecting written or verbal business-to-business (B2B)
communications or transactions.

(Cal. Civ. Code §1798.145(h), (n); see Practice Note, Understanding the California
Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Temporary
Exemptions.)

This section contains optional language for businesses that want to take advantage of
these temporary exclusions and carve out coverage of them from the general privacy
policy.

Importantly, the temporary employment-related exception still requires employers to
provide the narrower notice at collection (Cal. Civ. Code §§1798.100(b) and
1798.145(h)(3); Cal. Code Regs. tit. 11, § 7012(f) to (g); see Standard Document, CCPA
Notice at Collection for California Employees and Applicants). Businesses removing
employment-related information from the notice's scope should provide a separate,
tailored notice.

The B2B exception is also narrow in scope and does not apply to the personal
information sales opt-out right. Businesses may find it difficult in practice to separate
out which personal information collected from a business customer's employee
gualifies.

For more on these temporary exceptions, see Practice Note, California Privacy Laws
(CCPA and CPRA): Impact on Employers.

Information We Collect

[Our Website collects/We collect] information that identifies, relates to, describes, references,
is reasonably capable of being associated with, or could reasonably be linked, directly or
indirectly, with a particular consumer, household, or device ("personal information").
Personal information does not include:

Publicly available information from government records.
Deidentified or aggregated consumer information.
[Information excluded from the CCPA's scope, like:

e health or medical information covered by the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and the California Confidentiality of Medical
Information Act (CMIA), clinical trial data, or other qualifying research data;

e personal information covered by certain sector-specific privacy laws, including
the Fair Credit Reporting Act (FCRA), the Grammm-Leach-Bliley Act (GLBA) or
California Financial Information Privacy Act (FIPA), and the Driver's Privacy
Protection Act of 1994 ]



Drafting Note: Personal Information Definition and Exceptions

The notice's personal information definition follows the broad language used by the CCPA
(Cal. Civ. Code §§1798.140(0); see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Personal Information). The
CCPA also excludes certain categories of information from its personal information definition
or coverage scope, including:

e Publicly available information from government records.

e Deidentified or aggregate consumer information.

e Certain personal information protected by other sector-specific federal or California
statutes.
(Cal. Civ. Code §§1798.140(0)(2)—(3) and 1798.145(a)(5), (c)—(f).)
The CCPA provides specific definitions for what qualifies as "aggregate consumer
information," "de-identified" data, including deidentified patient data, and "publicly
available" government records (Cal. Civ. Code §§ 1798.140 (a), (h), (0)(2) and
1798.146(a)(4)(A); see Practice Note, Understanding the California Consumer Privacy
Act (CCPA) and the California Privacy Rights Act (CPRA): Deidentified or Aggregated
Consumer Information and Publicly Available Government Records). The sector based
CCPA exceptions are very specific and limited. Businesses should carefully review their
applicability before deciding to exclude those
types of personal information from its policy definition (Cal. Civ. Code §§
1798.145(c)—(f) and 1798.146; see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Preemption).
For other statutes, including the California Online Privacy Protection Act (CalOPPA)
and California Data Protection Act (CDPA), the CCPA resolves conflicts by allowing the
law that affords the greatest privacy protections to control (Cal. Civ. Code §1798.175;
see Practice Note, Understanding the California Consumer Privacy Act (CCPA) and the
California Privacy Rights Act (CPRA): Conflict of Laws and Statutory Interpretation).
However, the CCPA also states that its obligations do not restrict a business's ability to
comply with other federal, state, or local laws, law enforcement requests, the defense
or exercise of other legal claims, or to maintain an evidentiary privilege (Cal. Civ. Code §
1798.145(a)(1)-(4), (b)).

For more on these exclusions, see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Coverage Exceptions and
Extraterritorial Application.
In particular, [our Website has/we have] collected the following categories of personal
information from consumers within the last twelve (12) months:
Category Examples Collected
A. ldentifiers. A real name, alias, postal address, unique personal [YES/NO
identifier, online identifier, Internet Protocol address, ]
email address, account name, Social Security number,
driver's license number, passport number, or other similar
identifiers.



B. Personal
information
categories listed
in the California
Customer Records
statute (Cal.

Civ. Code §
1798.80(e)).

C. Protected
classification
characteristics
under California or
federal law.

D. Commercial
information.

E. Biometric
information.

F. Internet or other
similar network
activity.

G. Geolocation data.

H. Sensory data.

|. Professional

or employment- related

information.

J. Non-public education
information (per the Family
Educational Rights and
Privacy Act (20 U.S.C. Section
12329, 34 C.F.R. Part 99)).

A name, signature, Social Security number, physical [YES/NO
characteristics or description, address, telephone number, |]
passport number, driver's license or state identification

card number, insurance policy number, education,

employment, employment history, bank account number,

credit card number, debit card number, or any other

financial information, medical information, or health

insurance information.

Some personal information included in this category may

overlap with other categories.

Age (40 years or older), race, color, ancestry, national [YES/NO
origin, citizenship, religion or creed, marital status, ]
medical condition, physical or mental disability, sex

(including gender, gender identity, gender expression,

pregnancy or childbirth and related medical conditions),

sexual orientation, veteran or military status, genetic

information (including familial genetic information).

Records of personal property, products or services [YES/NO
purchased, obtained, or considered, or other purchasing ]
or consuming histories or tendencies.

Genetic, physiological, behavioral, and biological [YES/NO
characteristics, or activity patterns used to extract a ]
template or other identifier or identifying information,

such as, fingerprints, faceprints, and voiceprints, iris or

retina scans, keystroke, gait, or other physical patterns,

and sleep, health, or exercise data.

Browsing history, search history, information on a [YES/NO

consumer's interaction with a website, application, or |]

advertisement.

Physical location or movements. [YES/NO

]

Audio, electronic, visual, thermal, olfactory, or similar [YES/NO

information. ]
Current or past job history or performance [YES/N
evaluations. O]
Education records directly related to a student [YES/N
maintained by an educational institution or party | O]

acting on its behalf, such as grades, transcripts,
class lists, student schedules, student
identification codes, student financial
information, or student disciplinary records.



K. Inferences drawn from Profile reflecting a person's preferences, [YES/N

other personal information. | characteristics, psychological trends, O]
predispositions, behavior, attitudes, intelligence,
abilities, and aptitudes.

Drafting Note: Personal Information Categories
When disclosing the personal information categories that the business collects about
consumers, the CCPA expects the privacy policy to reference and use the 11 categories listed
in its personal information definition that most closely describe the personal information
collected (Cal. Civ. Code §§1798.110(c) (1) and 1798.130(c)). Placing those categories in a chart,
where the business affirmatively states whether it has or has not collected that type of
personal information provides the required information in a clear, easy-to-understand format.
It also helps the business comply with the requirement to produce individualized lists by
category on request (see Practice Note, Understanding the California Consumer Privacy Act
(CCPA) and the California Privacy Rights Act (CPRA): Individual Right to Know). A business
should carefully review and categorize the personal information it collects to complete the
chart.

For more on the CCPA's personal information definition, see Practice Note, Understanding
the California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Personal Information.

For more on describing personal information categories, see Practice Note, Drafting CCPA
and CPRA Notices and Privacy Policies: Personal Information Categories.

[Our Website obtains/We obtain] the categories of personal information listed above from the
following categories of sources:

e [Directly from you. For example, from forms you complete or products and services
you purchase.]

e [Indirectly from you. For example, from observing your actions on our Website.]
[[OTHER SOURCE CATEGORY]]

Drafting Note: Source Category Identification

The CCPA requires the business to identify the categories of sources from which it collects
personal information (Cal. Civ. Code §§1798.110(c)(2)). While CCPA does not elaborate on or
provide examples of the source categories a business should use, the CCPA Regulations
define "category of sources" as the types or groups of people or entities:

e From which a business collects personal information about consumers.
e Described with enough particularity to provide consumers with a meaningful
understanding of the type of person or entity.
e That may include:
e the consumer directly;
advertising networks;
internet service providers;
data analytic providers;
government entities;
operating systems and platforms;
social networks; or



e data brokers.
(Cal. Code Regs. tit. 11, § 7001(d)). The business should:
e Carefully review its personal information data flows to provide clear and accurate
disclosures.
e Describe the categories with enough detail to provide clear and meaningful
disclosures about where acquired personal information originates.
For more on describing source categories, see Practice Note, Drafting CCPA and CPRA
Notices and Privacy Policies: Personal Information Sources.

Use of Personal Information
We may use, [sell,] or disclose the personal information we collect for one or more of the
following purposes:

e To fulfill or meet the reason you provided the information. For example, if you share
your name and contact information to request a price quote or ask a question about
our products or services, we will use that personal information to respond to your
inquiry. If you provide your personal information to purchase a product or service, we
will use that information to process your payment and facilitate delivery. We may also
save your information to facilitate new product orders or process returns.

[To provide, support, personalize, and develop our Website, products, and services.]
[To create, maintain, customize, and secure your account with us.]

[To process your requests, purchases, transactions, and payments and prevent
transactional fraud.]

e [To provide you with support and to respond to your inquiries, including to investigate
and address your concerns and monitor and improve our responses.]

e [To personalize your Website experience and to deliver content and product and
service offerings relevant to your interests, including targeted offers and ads through
our Website, third-party sites, and via email or text message (with your consent, where
required by law).]

e [To help maintain the safety, security, and integrity of our Website, products and
services, databases and other technology assets, and business.]

e [For testing, research, analysis, and product development, including to develop and
improve our Website, products, and services.]

e Torespond to law enforcement requests and as required by applicable law, court
order, or governmental regulations.

e As described to you when collecting your personal information or as otherwise set
forth in the CCPA.

[[OTHER PURPOSES]]

To evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution,
or other sale or transfer of some or all of our assets, whether as a going concern or as
part of bankruptcy, liquidation, or similar proceeding, in which personal information
held by us about our [Website users/consumers] is among the assets transferred.

We will not collect additional categories of personal information or use the personal
information we collected for materially different, unrelated, or incompatible purposes
without providing you notice.



Drafting Note: Use of Personal Information

The business's CCPA privacy policy must identify its business or commercial purposes for
collecting or selling personal information (Cal. Civ. Code §§ 1798.100(b) and 1798.110(c)(3); Cal.
Code Regs. tit. 11, § 7011(c)(1)(F)). The policy must describe the use purposes in a manner that
provides consumers with a meaningful understanding of why the business collects or sells
personal information (Cal. Code Regs. tit. 11, § 7011(c) (1) (F)).

This section provides optional clauses describing several common commercial or business
purposes

for using personal information. However, the business should carefully review how and why it
uses the personal information it collects to provide clear and accurate disclosures.

To increase transparency, the business may consider tying the listed use purposes back to
each personal information category (see Drafting Note, Personal Information Categories).
The CCPA's purpose limitation clause prohibits using collected personal information for
purposes not listed in the privacy policy or uses unrelated to those purposes (Cal. Civ. Code §
1798.100(b)). Therefore, the business should ensure that the provided list comprehensively
describes both current and reasonably anticipated use cases.

Commercial Purpose and Business Purpose Definitions

While the CCPA's Section 1798.100(b) notice requirement requires disclosure of all use
purposes, other CCPA sections, like Section 1798.110(c), separate out the use purpose concept
into the defined terms of commmercial purposes or business purposes.

The CCPA broadly defines commercial purposes as uses that advance a person's commercial
or economic interests, such as by inducing another person to buy, rent, lease, join, subscribe
to, provide,

or exchange products, goods, property, information, or services, or enabling or effecting,
directly

or indirectly, a commercial transaction. Importantly, the commercial purpose definition
explicitly excludes uses with the purpose of engaging in speech that state or federal courts
have recognized as noncommercial speech, including political speech and journalism. (Cal.
Civ. Code §1798.140(f).) However, the CCPA strictly defines the business purpose term to mean
uses that are reasonably necessary and proportionate to achieve either:

- The business's operational or notified purpose for collecting the personal information.

- Purposes compatible with the context in which the business collected the information.
(Cal. Civ. Code §1798.140(d).)

The definition goes on to identify the following seven specific types of permitted business
purposes:

e Performing services on behalf of a CCPA-covered business or its service provider, such
as customer service, order fulfillment, payment processing, financing, and advertising,
marketing, or analytic services.

e Auditing the interaction with the consumer and concurrent transactions, including
counting ad impressions and verifying quality of ad impressions.

e Detecting or preventing security incidents or other illegal activity and prosecuting the
responsible parties.

Debugging.
Verifying or maintaining quality or safety or improving or upgrading a service or
device owned, manufactured, or controlled by or for the business.



e Short-term, transient use if the personal information is not:
e disclosed to another third party; or
e used to build a profile or otherwise alter an individual consumer's experience
outside the current interaction.

e Undertaking internal research for technological development and demonstration.
(Cal. Civ. Code §1798.140(d)(1) to (7).)
While those listed activities clearly qualify as business purposes under the statute, it is
unclear whether the list merely provides examples of business purposes or restricts
the term to just those activities.
This ambiguity is one of many generated by the CCPA's hasty adoption and
inconsistent phrasing (see Practice Note, Understanding the California Consumer
Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): History of the CCPA
and CPRA). The CCPA Regulations do not directly address this ambiguity. However,
California AG comments on the CCPA Regulations discuss the business purpose
definition in the broader context and do not indicate an intention to limit the term to
just the seven listed items (see CCPA ISOR at 21 to 23).
These Standard Clauses follow a statutory interpretation that does not limit business
purposes to the seven listed items because:

e Thelanguage introducing the list does not indicate those are the only permitted
purposes.

e Allowing the term to include other qualifying operational or notified purposes gives
meaning to both sentences in business purpose definition.

However, businesses taking a conservative approach may choose to separate out their CCPA
business purposes from the other commercial purposes that the notice discloses.

For more on the CCPA's business purpose definition, see Practice Note, Understanding the
California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Business Purposes.

Sharing Personal Information

We may share your personal information by disclosing it to a third party for a business
purpose. We only make these business purpose disclosures under written contracts that
describe the purposes, require the recipient

to keep the personal information confidential, and prohibit using the disclosed information
for any purpose except performing the contract. In the preceding twelve (12) months,
Company [has/ has not] disclosed personal information for a business purpose[ to the
categories of third parties indicated in the chart below].

[We do not sell personal information./We may also share your personal information by selling
it to third parties, subject to your right to opt-out of those sales. Our personal information
sales [do/do not] include information about individuals we know are under age 16] In the
preceding twelve (12) months, Company [has not sold/has sold the following categories of]
personal information[ to the categories of third parties indicated in the chart below]. For
more on your personal information sale rights, see Personal Information Sales Opt-Out and
Opt-In Rights.

Personal Information Category of Third-Party Recipients

Category

Business Purpose Disclosures Sales



A: ldentifiers. [None/[THIRD-PARTY [None/[THIRD-PARTY
CATEGORIES]] CATEGORIES]]

B: California Customer Records [None/[THIRD-PARTY [None/[THIRD-PARTY

personal information categories. CATEGORIES]] CATEGORIES]]

C: Protected classification [None/[THIRD-PARTY [None/[THIRD-PARTY

characteristics under California or CATEGORIES]] CATEGORIES]]

federal law.

D: Commercial information.

[None/[THIRD-PARTY

[None/[THIRD-PARTY

CATEGORIES]] CATEGORIES]]

E: Biometric information. [None/[THIRD-PARTY [None/[THIRD-PARTY
CATEGORIES]] CATEGORIES]]

F: Internet or other similar network [None/[THIRD-PARTY [None/[THIRD-PARTY

activity. CATEGORIES]] CATEGORIES]]

G: Geolocation data. [None/[THIRD-PARTY [None/[THIRD-PARTY
CATEGORIES]] CATEGORIES]]

H: Sensory data. [None/[THIRD-PARTY [None/[THIRD-PARTY
CATEGORIES]] CATEGORIES]]

I: Professional or employment-related | [None/[THIRD-PARTY [None/[THIRD-PARTY

information. CATEGORIES]] CATEGORIES]]

J: Non-public education information. | [None/[THIRD-PARTY [None/[THIRD-PARTY
CATEGORIES]] CATEGORIES]]

K: Inferences drawn from other [None/[THIRD-PARTY [None/[THIRD-PARTY

personal information. CATEGORIES]] CATEGORIES]]

Drafting Note: Sharing Personal Information

A business's privacy policy must disclose the categories of third parties with whom it shares
personal information (Cal. Civ. Code §1798.110(c)(4); Cal. Code Regs. tit. 11, §7011(c)(1)(C)). The
concept

sharing includes any disclosure of personal information and does not require a sale.
Whenever a business shares personal information with a third party, it should determine if
that action resulted in a:

e Disclosure for a business purpose (see Drafting Note, Business Purpose Disclosures).

e Sale (Drafting Note, Sales of Personal Information).
To understand when sharing personal information constitutes a sale or a business
purpose disclosure, see Practice Note, Understanding the California Consumer Privacy
Act (CCPA) and the California Privacy Rights Act (CPRA): Distinguishing Between Sales
and Business Purposes Disclosures.
The privacy policy must contain different disclosures for each type of sharing. While
there are several ways a business could present these different disclosures, this policy
presents them in a matrix-type chart, where the business separately identifies sales
and business purpose disclosures for each personal information category. For more on
other formatting options, see Practice Note, Drafting CCPA and CPRA Notices and
Privacy Policies: Personal Information Sales and Opt-Out Links.
Business Purpose Disclosures



The CCPA privacy policy must provide a statement on personal information
disclosures made for a business purpose during the preceding 12 months that either:
e States that no disclosures occurred.
e Provides:

e the personal information categories disclosed, using the 11 categories listed in
the personal information definition that most closely describe the personal
information (see Drafting Note, Personal Information Categories); and

e for each personal information category, the categories of third parties that
received those disclosures (see Drafting Note, Categories of Third Parties).
(Cal. Civ. Code §§1798.115(c)(2), 1798.130(a) (5) (C)(ii); Cal. Code Regs. tit. 11, §

701 (c)(M(C)(1) to (2).)

The business should carefully review the types of personal information it
discloses for a business purpose and fill out the chart by selecting the correct
alternate clauses. For more on what activities meet the business purposes
definition, see Drafting Note, Commercial Purpose and Business Purpose
Definitions and Practice Note, Drafting CCPA and CPRA Notices and Privacy
Policies: Personal Information Disclosures for a Business Purpose.

Sales of Personal Information

A business that sells personal information must notify consumers about those potential sales
and their right to opt-out of them (Cal. Civ. Code §§ 1798.120(b)).

The privacy policy must:

e State whether or not the business sells personal information.
e State whether the business has actual knowledge that it sells the personal
information of minors under 16 years of age.
e Inform consumers about their personal information sales restriction rights (see
Personal Information Sales Opt-Out and Opt-In Rights).
e Provide the business's opt-out right notice content or a link to its location (see
Personal Information Sales Opt-Out and Opt-In Rights).
e List the categories of personal information it sold during the preceding 12 months, if
applicable:
e using the CCPA's personal information categories that most closely describe
the personal
information (see Drafting Note, Personal Information Categories); and
e provide, for each personal information category identified, the categories of
third parties to
whom personal information was sold (see Drafting Note, Categories of Third
Parties).
(Cal. Civ. Code §§1798.115(c) (1), 1798.120(b), 1798.130(a)(5)(C)(i), and 1798.135; Cal.
Code Regs. tit. 11, § 7011(c) (1)(G).)
Businesses that sell personal information should select the alternate language
accurately disclosing those sales. The business should also carefully review the
types of personal information it sold and fill out the chart by selecting the
correct alternate clauses. For more, see Practice Note, Understanding
the California Consumer Privacy Act (CCPA) and the California Privacy Rights



Act (CPRA): Personal Information Sales.
Categories of Third Parties
The CCPA Regulations define categories of third parties as the types or groups
of third parties with whom the business shares personal information (Cal. Code
Regs. tit. 11, § 7001(e); see CCPA FSOR at 2, CCPA ISOR at 4).
The business should describe the recipient categories with enough detail to
provide clear and meaningful disclosures about the type of recipients that
receive personal information from the business. Category examples provided in
the draft CCPA Regulations include.
e Advertising networks.

Internet service providers.

Data analytic providers.

Government entities.

Operating systems and platforms.

Social networks.

Data brokers or aggregators.

(Cal. Code Regs. tit. 11, § 7001(e).)

Other third-party category types may include:

Service providers.

Affiliates.

Partners.

Parent or subsidiary organizations.

Internet cookie data recipients, like Google Analytics.

The business should carefully review its personal information data flows to provide

clear and accurate disclosures.

[Reselling Personal Information]

[The CCPA prohibits a third party from reselling personal information unless you have
received explicit notice and an opportunity to opt-out of further sales. The following
businesses purchase personal information from us and may resell that information. To
opt-out of those sales, please [visit that business's opt-out notice at link provided
below/[OTHER INSTRUCTIONS]].

- [COMPANY NAME]: [OPT-OUT LINK OR INSTRUCTION]]

Drafting Note: Reselling Personal Information

The CCPA restricts third-party sale recipients from reselling that personal information unless
the consumer receives explicit notice of the potential resale and an opportunity to opt-out
(Cal. Civ. Code §§1798.115(d)).

The CCPA and CCPA Regulations do not define explicit notice or set specific requirements for
providing explicit notice of personal information resales. This optional section may help
businesses meet that requirement by:

e Explicitly identifying the third parties that may resell personal information purchased
from the business.

e Providing a direct link to the third party's personal information sales opt-out notice.
While it remains unclear whether a privacy policy disclosure alone can provide
consumers with explicit notice, a business that wants to help its customers meet this



reseller requirement should consider including this optional section.
Third-party resellers may also need to register in California as a data broker (see
Practice Note, California Privacy and Data Security Law: Overview: Data Broker
Registration).

[Deidentified Patient Information]

[We [do/do not ][sell ][and/or ][disclose] deidentified patient information exempt from the
CCPA to third parties. [To de identify the patient information, we followed [the HIPAA expert
determination method] [and/or/] [the HIPAA safe harbor method] [and/or] [OTHER METHOD
DESCRIPTION].]]

Drafting Note: Deidentified Patient Information

The CCPA generally excludes deidentified patient information from its coverage scope (Cal.
Civ. Code §1798.146(a)(4)). However, the privacy policy of a business that sells or discloses it
must include a statement disclosing whether:

e It sells or discloses deidentified patient information.
e Ifit used one or more of HIPAA's de identification methodologies, specifically:
e the HIPAA expert determination method (45 C.F.R. § 164.514(b)(1)); or
e the HIPAA safe harbor method (45 C.F.R. § 164.514(b)(2)).
(Cal. Civ. Code §1798.130(a)(5)(D).)
Businesses selling or disclosing deidentified patient information must include
this optional section. While not directly required, to provide clarity and
transparency businesses that do not sell or disclose deidentified patient
information should also consider including this optional section, affirmatively
stating it they do not.
For more on deidentified patient information, see Practice Note,
Understanding the California Consumer Privacy Act (CCPA) and the California
Privacy Rights Act (CPRA): Deidentified Patient Information.

Your Rights and Choices
The CCPA provides consumers (California residents) with specific rights regarding their

personal information. This section describes your CCPA rights and explains how to exercise
those rights.

Drafting Note: Your Rights and Choices
The CCPA privacy policy must describe the consumers' rights regarding their personal
information and explain how to exercise those rights (Cal. Civ. Code §§ 1798.105(b), 1798.120(b),

1798.130(a)(5)(A), and 1798.135(a); Cal. Code Regs. tit. 11, § 7011(c) (1) (A), (2)(A), (3)(A), (4)(A)). Those
rights include:

e Anindividualized right to know:
e what personal information a business collected, sold, or disclosed about them,

including the categories of third parties who purchased or received their data;
and

e the specific pieces of personal information held (data portability right).
e Deletion rights.
e Personal information sale prevention rights.



e Freedom from discrimination.
(Cal. Civ. Code §§1798.105, 1798.110, 1798.115, 1798.120, and 1798.125.)
For a full discussion of the CCPA's consumer rights, see Practice Note, Understanding
the California Consumer Privacy Act (CCPA) and the California Privacy Rights Act
(CPRA): Consumer Rights. For more on responding to consumer rights requests, see
Practice Note, Responding to CCPA and CPRA Consumer Rights Requests.

Right to Know and Data Portability

You have the right to request that we disclose certain information to you about our collection
and use of your personal information over the past 12 months (the "right to know"). Once we
receive your request and confirm your identity (see Exercising Your Rights to Know or Delete),
we will disclose to you:

The categories of personal information we collected about you.
The categories of sources for the personal information we collected about you.
e Our business or commmercial purpose for collecting or selling that personal
information.
The categories of third parties with whom we share that personal information.
If we sold or disclosed your personal information for a business purpose, two separate
lists disclosing:
e sales, identifying the personal information categories that each category of
recipient purchased; and
e disclosures for a business purpose, identifying the personal information
categories that each category of recipient obtained.
e The specific pieces of personal information we collected about you (also called a data
portability request). [We do not provide a right to know or data portability disclosure
for B2B personal information.]

Drafting Note: Right to Know and Data Portability

Individualized Disclosures

The CCPA grants consumers an individualized right to know about the business's collection
and

use of their specific personal information. The CCPA spreads a business's obligations and
response requirements for this right out among several different sections (Cal. Civ. Code §§
1798.100(a), (c), 1798.110(a), (b), 1798.115(a), (b), and 1798.130; Cal. Code Regs. tit. 11, §§ 7001(r) and
7024).

This policy section pulls requirements from those different sections together to provide a
clearer description of the consumer's right to know.

The initial CCPA section establishing the consumer's right to know about personal
information business purpose disclosures does not specifically require matching the personal
information categories to the third-party recipient categories, like the section on sales does
(see Cal. Civ. Code §1798.115(a)(3) for disclosures and Cal. Civ. Code §1798.115(a)(2) for sales).
However, the CCPA section implementing those individualized disclosure rights and the
CCPA Regulations both require it (Cal. Civ. Code §1798.130(a)(4)(C); Cal. Code Regs. tit. 11, §
7024(j)).

To learn more about this individualized disclosure right, see Practice Notes, Understanding



the California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Individual Right to Know and Practice Note, Responding to CCPA and CPRA Consumer
Rights Requests: Individualized Privacy Notice.

Data Portability Rights

The CCPA's requirements to provide the specific pieces of personal information the business
has collected in a readily usable format creates what many refer to as a data portability right
(Cal. Civ. Code §§1798.100(a), (d), 1798.110(a)(5), (b), (c)(5), and 1798.130(a)(2); Cal. Code Regs. tit.
1, § 7024).

To learn more about the scope of this right, see Practice Note, Understanding the California
Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Data Portability
and Practice Note, Responding to CCPA and CPRA Consumer Rights Requests: Data
Portability Responses.

B2B Personal Information

The 2019 CCPA Amendments and CPRA provide a temporary B2B personal information
exception for compliance with right to know requests until January 1, 2023 (Cal. Civ. Code §
1798.145(n); see Practice Note, Understanding the California Consumer Privacy Act (CCPA) and
the California Privacy Rights

Act (CPRA): Temporary Exemptions). Businesses that plan to exclude B2B personal
information when responding to verified consumer access requests should include the
optional disclaimer.

Right to Delete

You have the right to request that we delete any of your personal information that we
collected from you and retained, subject to certain exceptions (the "right to delete"). Once we
receive your request and confirm your identity (see Exercising Your Rights to Know or Delete),
we will review your request to see if an exception allowing us to retain the information
applies. We may deny your deletion request if retaining the information is necessary for us or
our service provider(s) to:

e Complete the transaction for which we collected the personal information, provide a
good or service that you requested, take actions reasonably anticipated within the
context of our ongoing business relationship with you, fulfill the terms of a written
warranty or product recall conducted in accordance with federal law, or otherwise
perform our contract with you.

e Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal
activity, or prosecute those responsible for such activities.

e Debug products to identify and repair errors that impair existing intended
functionality.

e Exercise free speech, ensure the right of another consumer to exercise their free
speech rights, or exercise another right provided for by law.

e Comply with the California Electronic Commmunications Privacy Act (Cal. Penal Code §
1546 et. seq.).

e Engage in public or peer-reviewed scientific, historical, or statistical research in the
public interest that adheres to all other applicable ethics and privacy laws, when the
information's deletion may likely render impossible or seriously impair the research's
achievement, if you previously provided informed consent.



e Enable solely internal uses that are reasonably aligned with consumer expectations
based on your relationship with us.

e Comply with a legal obligation.

e Make other internal and lawful uses of that information that are compatible with the
context in which you provided it.
We will delete or deidentify personal information not subject to one of these
exceptions from our records and will direct our service providers to take similar action.
[We do not provide these deletion rights for B2B personal information.]

Drafting Note: Deletion Request Rights

The CCPA notice must disclose the consumers' right to request deletion of their personal
information (Cal. Civ. Code §§1798.105(b) and 1798.130(a)(5)(A)). This right requires a business
to delete personal information from its records after receiving a verifiable consumer request,
unless one of nine statutory exceptions allow the business to retain it (Cal. Civ. Code §
1798.105(c), (d)).

The business must also instruct its service providers to delete any information that the CCPA
requires it to delete under this consumer right (Cal. Civ. Code §1798.105(c)).

For more on this right, see Practice Note, Understanding the California Consumer Privacy Act
(CCPA) and the California Privacy Rights Act (CPRA): Deletion Rights and Practice Note,
Responding to CCPA and CPRA Consumer Rights Requests: Deletion Request Substantive
Response. For a model deletion response letter, see Standard Document, Deletion Request
Response Letter (CCPA and CPRA).

B2B Personal Information

The 2019 CCPA Amendments and CRPA provide a temporary B2B personal information
exception for compliance with deletion requests until January 1, 2023 (Cal. Civ. Code §
1798.145(n); see Practice Note, Understanding the California Consumer Privacy Act (CCPA) and
the California Privacy Rights

Act (CPRA): Temporary Exemptions). Businesses that plan to exclude B2B personal
information when responding to verified consumer deletion requests should include the
optional disclaimer.

Exercising Your Rights to Know or Delete

To exercise your rights to know or delete described above, please submit a request by either:

[Calling us at [TOLL-FREE NUMBER]]

[Emailing us at [EMAIL ADDRESS] ]

[Visiting [WEBSITE ADDRESS].]

[[PASSWORD PROTECTED ACCOUNT INSTRUCTIONS] ]

[[OTHER METHOD].]

Only you, or someone legally authorized to act on your behalf, may make a request to
know or delete related to your personal information. [To designate an authorized
agent, [INSTRUCTIONS]]

You may also make a request to know or delete on behalf of your child by
[INSTRUCTIONS].

You may only submit a request to know twice within a 12-month period. Your request
to know or delete must:



e Provide sufficient information that allows us to reasonably verify you are the person
about whom we collected personal information or an authorized representative,
which may include:

e [VERIFICATION REQUIREMENTS].
e [[PARENT OR GUARDIAN VERIFICATION REQUIREMENTS]]

e Describe your request with sufficient detail that allows us to properly understand,
evaluate, and respond to it.

We cannot respond to your request or provide you with personal information if we
cannot verify your identity or authority to make the request and confirm the personal
information relates to you.

You do not need to create an account with us to submit a request to know or delete.
[However, we do consider requests made through your password protected account
sufficiently verified when the request relates to personal information associated with
that specific account]

We will only use personal information provided in the request to verify the requestor's
identity or authority to make it.

For instructions on exercising your sale opt-out or opt-in rights, see Personal
Information Sales Opt-Out and Opt- In Rights.

Drafting Note: Exercising Your Rights to Know or Delete

Submission Methods

Businesses must provide consumers with at least two methods for making verifiable requests
to exercise these rights and the specific submissions methods required depends on how the
business interacts

with its consumers. For example, most businesses need to provide consumers with a toll-free
telephone number and an online form to submit requests. However, some businesses that
directly interact with consumers online may only need to provide an email address. Also,
while businesses can require existing account holders to submit requests through their
account, they cannot require a consumer to create an account in order to make a CCPA rights
request (Cal. Civ. Code §1798.130(a)(1), (2), (5)(A).)

For more on the specific submissions requirements for different business types, see Practice
Note, Responding to CCPA and CPRA Consumer Rights Requests: Establish Methods to
Receive Consumer Requests.

The business should select or describe the actual methods it provides to receive CCPA rights
requests using the optional clauses provided.

The CCPA also limits the number of right to know requests a consumer may make to two in a
12-month period (Cal. Civ. Code §§1798.100(d) and 1798.130(b)). While it does not specifically
limit the number of deletion requests, a business may refuse consumer requests that are
manifestly unfounded or excessive, in particular because of their repetitive character (Cal. Civ.
Code §1798.145(i)(3)).

The CCPA prohibits using personal information collected to verify a consumer's request for
any purpose other than the verification (Cal. Civ. Code §1798.130(a)(7)).

Verifying Consumer Identities

The CCPA only requires a business to honor a consumer's request to know or delete if it can
reasonably verify the requestor's identity (Cal. Civ. Code §§ 1798.100(c), (d), 1798.105(c),



1798.110(b), 1798.115(b), 1798.130(a) (2), and 1798.140(y)). The business may disregard a request
that it cannot verify (Cal. Civ. Code § 1798.140(y)).
The privacy policy must:

e Provide instructions for submitting verified consumer requests to know and delete.
Provide links to any online request form or portal for making the requests, if offered.
Describe the process the business will use to verify the consumer's request, including
any information the consumer must provide.

e Provide instructions describing how an authorized agent can make requests on a
consumer's behalf.

e If the business has actual knowledge that it sells the personal information of
consumers under age 16, describe the process that parents or legal guardians should
use to verify their identity and submit requests to know, delete, and opt into personal
information sales.

(Cal. Code Regs. tit. 11, 88 7011(c)(1)(B) to (C), (2)(B) to (C), (5), (9) and 7072(a).)

The verification process disclosure requirements for consumers under 16 apply even if
the business only targets consumers under 13 or only targets consumers between 13
and 15 (Cal. Code Regs. tit. 11, § 7072(a)).

The CCPA Regulations provide detailed guidance on how to reasonably verify a
request and ensure the business only shares personal information with the consumer
to which the personal information relates (Cal. Code Regs. tit. 11, §§ 7060 to 7063). For a
detailed discussion of these verification requirements, see Practice Note, Responding
to CCPA and CPRA Consumer Rights Requests: Verifying Consumer ldentities.
Businesses should review these guidelines to determine their unique submission and
verification process, then ensure the privacy policy section accurately describes that
process to consumers.

The CCPA provides that a request made using a consumer's password protected
account with the business is a verifiable consumer request (Cal. Civ. Code
§1798.185(a)(7)). If the business permits consumers to make verifiable consumer
requests using their password protected accounts, it should

add that method to the submission list and include the optional clause regarding
password protected accounts.

Response Timing and Format

We will confirm receipt of your request within ten (10) business days. If you do not receive
confirmation within the 10-day timeframe, please [contact [CONTACT]/[OTHER ACTION]].
We endeavor to substantively respond to a verifiable consumer request within forty-five (45)
days of its receipt. If we require more time (up to another 45 days), we will inform you of the
reason and extension period in writing.

If you have an account with us, we will deliver our written response to that account. If you do
not have an account with us, we will deliver our written response by mail or electronically, at
your option.

Any disclosures we provide will only cover the 12-month period preceding our receipt of your
request. The response we provide will also explain the reasons we cannot comply with a
request, if applicable. For data portability requests, we will select a format to provide your
personal information that is readily usable and should allow you to transmit the information



from one entity to another entity without hindrance|, specifically [EXPECTED FORMAT
DESCRIPTION]].

We do not charge a fee to process or respond to your verifiable consumer request unless it is
excessive, repetitive, or manifestly unfounded. If we determine that the request warrants a
fee, we will tell you why we made that decision and provide you with a cost estimate before
completing your request.

Drafting Note: Response Timing and Format

Timing

The CCPA sets strict deadlines for responding to verifiable consumer requests. It expects the
business to provide requests to know or delete responses with 45 calendar days of receipt,
extendable by 45 calendar days if necessary. The maximum response time for any request to
know or delete is 90 calendar days. (Cal. Civ. Code §§1798.130(a)(2) and 1798.145(i)(1); Cal. Code
Regs. tit. 11, § 7021(b).)

Time spent verifying the requestor's identity does not delay the beginning of the 45-day
response period (Cal. Civ. Code §1798.130(a)(2)).

Businesses must also confirm receipt of requests within 10 business days of receipt (Cal. Code
Regs. tit. 11, § 7021(a)).

For more on responding to requests, see Practice Note, Responding to CCPA and CPRA
Consumer Rights Requests: Response Timing and Frequency.

Delivery Format and Content

The CCPA and CCPA Regulations also establish clear and detailed expectations on the
response format and content (Cal. Civ. Code §1798.130; Cal. Code Regs. tit. 11, §§ 7021 to 7024
and 7031).

Particularly, consumers with accounts should receive requests to know responses to that
account, while consumers without accounts can choose between mail or electronic delivery.
It also requires provision of electronic information "in a readily usable format that allows the
consumer to transmit this information from one entity to another entity without hindrance."
(Cal. Civ. Code §§1798.100(d) and 1798.130(a)(2).)

When the consumer's request seeks the specific pieces of personal information collected, the
readily useable and transferable delivery requirements combine to create the data portability
right (see

Practice Note, Understanding the California Consumer Privacy Act (CCPA) and the California
Privacy Rights Act (CPRA): Data Portability). The business can choose any delivery format
meeting the

CCPA's requirements. If the business knows the specific format it intends to use, it should
disclose this information to increase transparency and set appropriate expectations using the
optional clause provided. The CCPA does temper these disclosure requirements by limiting
the response scope to only personal information collected, sold, or disclosed in the past 12
months (Cal. Civ. Code §1798.130(a)(2)).

For more on responding to consumer requests, see Practice Note, Responding to CCPA and
CPRA Consumer Rights Requests.

Fees

The business generally cannot charge a fee to process or respond to a consumer's request
(Cal. Civ. Code §§1798.100(d), 1798.130(a)(2)). The CCPA only permits charging a reasonable fee
if consumer requests are manifestly unfounded or excessive, in particular because of their
repetitive character.



The fee amount must reflect the administrative costs of providing the information or
communication or taking the requested action requested. (Cal. Civ. Code §1798.145(i)(1)).) The
CCPA Regulations also prohibit charging authorized agents fees or setting verification
requirements like notarization, that result in additional fees unless the business compensates
the consumer for the costs (Cal. Code Regs. tit. 11, § 7060(d)).

Personal Information Sales Opt-Out and Opt-In Rights

If you are age 16 or older, you have the right to direct us to not sell your personal information
at any time (the "right to opt-out"). We do not sell the personal information of consumers we
actually know are less than 16 years old[, unless we receive affirmative authorization (the
"right to opt-in") from either the consumer who is between 13 and 15 years old, or the parent
or guardian of a consumer less than 13 years old]. Consumers who opt-in to personal
information sales may opt-out of future sales at any time.

To exercise the right to opt-out, you (or your authorized representative) may submit a request
to us by visiting the following Internet Web page link:

[HYPERLINKED URL with the title "Do Not Sell My Personal Information"]

Once you make an opt-out request, we will wait at least twelve (12) months before asking you
to reauthorize personal information sales. However, you may change your mind and opt back
in to personal information sales at any time by:

[OPT-IN INSTRUCTIONS OR URL LINK]

You do not need to create an account with us to exercise your opt-out rights. We will only use
personal information provided in an opt-out request to review and comply with the request.
Drafting Note: Personal Information Sales Opt-Out and Opt-In Rights

The right to opt-out of personal information sales (or opt-in for minors) is one of the CCPA's
significant changes (Cal. Civ. Code § 1798.120; Cal. Code Regs. tit. 11, §§ 7013, 7026 and 7028). A
minor's opt-in right applies to consumers under 16 years old and consumers at least 13 but
less than 16 years old may exercise that right directly (Cal. Civ. Code § 1798.120(c); Cal. Code
Regs. tit. 11, 8§ 7070 to 7072).

The business's privacy policy must:

Explain the consumer's personal information sales opt-out and opt-in rights.
State whether or not the business sells personal information (see Drafting Note, Sales
of Personal Information).

e [fthe business:

e sells personal information, provide a link to the "Do Not Sell My Personal
Information" opt-out right notice or directly include the opt-out right notice's
complete contents (see Practice Note, Drafting CCPA and CPRA Notices and
Privacy Policies: Opt-Out Right Notice);

e knowingly sells personal information about consumers under age 16, describe
the verification process used before opting minors into such sales (Cal. Code
Regs. tit. 11, § 7011(c)(9)).

(Cal. Civ. Code §1798.135; Cal. Code Regs. tit. 11, 8§ 7011(c)(3), 7070, 7071, 7072(a).)
The opt-in process disclosure requirements for consumers under 16 apply even
if the business only targets consumers under 13 or only targets consumers
between 13 and 15 (Cal. Code Regs. tit. 11, § 7072(a)).

Businesses must also make the opt-out request submission method easy for
consumers to use and take minimal steps (Cal. Code Regs. tit. 11, § 7026(h); see



also Practice Note, Responding to CCPA and CPRA Consumer Rights Requests:
Opt-Out Request Submission Methods).
The business cannot:
Require a consumer to create an account to exercise their opt-out rights (Cal. Civ.
Code §1798.135(a)(1)).
Ask a consumer opting out to reauthorize personal information sales for at least 12
months after the request (Cal. Civ. Code § 1798.135(a)(5)).
Use personal information collected in an opt-out request for any other purpose (Cal.
Civ. Code §1798.135(a)(6)).
For a detailed discussion of these rights, see Practice Note, Understanding the
California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Sale Opt-Out and Opt-In Rights and Practice Note, Responding to CCPA and CPRA
Consumer Rights Requests: Responding to Sales Opt- Out and Opt-In Requests.

For more on drafting opt-out right notices, see Practice Note, Drafting CCPA and CPRA

Notices and Privacy Policies: Opt-Out Right Notice.
Uniform Opt-Out Icon

To supplement the opt-out notice, businesses may use the uniform opt-out icon approved in

the CCPA Regulations (Cal. Code Regs. tit. 11, § 7013(f); Cal. Civ. Code §1798.185(a)(4)(C).)

The icon cannot replace any requirement to post the opt-out notice or the "Do Not Sell My
Personal Information" text link. When used, the icon must appear in approximately the same

size as the webpage's other icons. (Cal. Code Regs. tit. 11, § 7013(f).)
To download the icon from the California AG's website, see OAG: CCPA Opt-Out Icon.

Non-Discrimination

We will not discriminate against you for exercising any of your CCPA rights. Unless permitted

by the CCPA, we will not:

e Deny you goods or services.

e Charge you different prices or rates for goods or services, including through granting

discounts or other benefits, or imposing penalties.

Provide you a different level or quality of goods or services.

Suggest that you may receive a different price or rate for goods or services or a
different level or quality of goods or services.

However, we may offer you certain financial incentives permitted by the CCPA that
can result in different prices, rates, or quality levels. Any CCPA-permitted financial
incentive we offer will reasonably relate to your personal information's value and
contain written terms that describe the program's material aspects. Participation in a
financial incentive program requires your prior opt-in consent, which you may revoke
at any time. [We currently provide the following financial incentives:

[FINANCIAL INCENTIVE NAME, HYPERLINKED TO THE DISCLOSURE DOCUMENT]]

Drafting Note: Non-Discrimination

The privacy policy must explain the consumer's right not to receive discriminatory treatment
(Cal. Civ. Code §§1798.125,1798.130(a) (5)(A); Cal. Code Regs. tit. 11, § 7011(c)(4)). While the CCPA
does prohibit discrimination against consumers exercising their CCPA rights, including
charging different



prices or changing the good or service quality, it also expressly allows a business to offer
certain financial incentives that may result in price or service differences under specific
circumstances, including providing clear notice and opt-in consent from the consumer (Cal.
Civ. Code §1798.125(a)(2), (b)(1)-(4); Cal.

Code Regs. tit. 11, 8§ 7080 to 7081). To learn more about this right and the tension between the
CCPA's somewhat contradictory requirements, see Practice Note, Understanding the
California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA):
Freedom from Discrimination and Distinguishing Between Discriminatory Practices and
Financial Incentive Offers.

A business that offers financial incentives must provide a notice with specific content
requirements

that consumers must encounter before opting into the program (Cal. Code Regs. tit. 11, §§
7001(n), 7010(d), and 7016). While the CCPA Regulations do not require that these notices
appear directly in the business's privacy policy:

e Providing financial incentive notice links improves transparency and provides clarity
on how the business meets its non-discrimination obligations.

e Online financial incentive offers may provide the required notice by directly linking to
a privacy policy section containing the required information (Cal. Code Regs. tit. 11, §
7016(a)(3)).

A business that offers CCPA-compliant financial incentives should include the optional
clause that links to the required disclosure documents and opt-in pages.

For more on preparing financial incentive notices, see Practice Note, Drafting CCPA
and CPRA Notices and Privacy Policies: Financial Incentive Notice.

[CCPA Rights Request Metrics]
[Metrics regarding the consumer rights requests we received from [all individuals/California
residents] from January 1, [YEAR] to December 31, [YEAR] appear in the following chart:

Request Received | Granted (in Denied [Median/Mean]

Type whole or in Days to Respond
part)

Requests | [NUMBER | [NUMBER] [[TOTAL NUMBER] [DAYS]

to Know ] OR

Unverifiable: [NUMBER].
Not by a [consumer/
California resident]:
[NUMBER].

Called for information
exempt from disclosure:
[NUMBER].

Denied on

other grounds:
[NUMBER]]



Requests INUMBER] [[TOTAL NUMBER] OR [DAYS]
to Delete [NUMBER Unverifiable: [NUMBER].
] Not by a consumer:
[INUMBER)].
Called for information
exempt from disclosure:

INUMBER].
Denied on other grounds:
INUMBER]]
Requests to Opt- Out of [NUMBE |[NUMBE |[[TOTAL NUMBER] OR [DAYS
Personal Information Sales | R] R] Unverifiable: [NUMBER]. ]
Not by a consumer:
[NUMBER].

Called for information exempt

from disclosure: [NUMBER].

Denied on other grounds:

[INUMBER]]
Drafting Note: CCPA Rights Request Metrics
The CCPA Regulations require the privacy policy for large businesses to disclose specific
metrics on
its receipt of and response to verified consumer rights requests (Cal. Code Regs. tit. 11, § 7011(c)
(8)). A large business is one that knows or should know that it, alone or jointly, buys, receives,
sells,
or shares personal information for cormmercial purposes from more than 10 million
consumers in a calendar year (Cal. Code Regs. tit. 11, § 7102). For more on the new metrics
requirements, see Practice Note, Understanding the California Consumer Privacy Act (CCPA)
and the California Privacy Rights Act (CPRA): Metrics for Large Businesses.
By July 1 of each calendar year, the large business must compile and publish in its privacy
policy metrics for the prior calendar year that disclose:
- For each request type (requests to know, requests to delete, and requests to opt-out), the
number:

received;

complied with in whole or in part; and

denied.

The median or mean number of days the business took to substantively respond to
each request type.

(Cal. Code Regs. tit. 11, § 7102(a).) Optionally, the large businesses may:

e Break the metrics on denials down into requests denied in whole or part because
they:
e were not verifiable;
e were not made by a consumer;
e called for information exempt from disclosure; or



e were denied on other grounds.

e Compile and disclose the metrics on requests received from all individuals instead of
just California residents, provided its disclosure identifies how the metrics were
calculated and, if requested, the business can provide California-only CRR Metrics to
the California AG.

(Cal. Code Regs. tit. 11, § 7102(a) (2)(A), (b).)
Businesses meeting the large business threshold should include this optional section.

[Other California Privacy Rights]

[California's "Shine the Light" law (Civil Code Section §1798.83) permits users of our Website
that are California residents to request certain information regarding our disclosure of
personal information to third parties for their direct marketing purposes. To make such a
request, please send an email to [EMAIL ADDRESS]|[ or write to us at: [MAILING ADDRESS]] ]

Drafting Note: Other California Privacy Rights

The CCPA does not preempt all other California laws providing privacy rights. Instead, it
carves out exceptions for certain personal information and activities protected by other
sector-specific laws, but then expressly states that is meant to supplement, not replace,
existing consumer protection laws, specifically identifying as complementary laws:

- Chapter 22 of Division 8 of the Business and Professions Code, also known as the California
Online Privacy Protection Act (CalOPPA) (Cal. Bus & Prof. Code §§ 22575 to 22579).

- California Civil Code Title 1.81 on Customer Records, which includes California's Data
Protection Act (CDPA), "Shine the Light" law, and data breach notification statute (Cal. Civ.
Code §§1798.80 to 1798.84).

It also requires that in case of any conflicts with California laws, the law affording the greatest
privacy protections controls (Cal. Civ. Code §1798.175). As a result, businesses that must
comply with the California "Shine the Light" law should retain their current compliance
programs. For more on preemption, see Practice Note, Understanding the California
Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA): Preemption and
Conflict of Laws and Statutory Interpretation.

Under the "Shine the Light" law, a covered business that shares certain types of a California
resident's personal information with third parties for their own direct marketing purposes
must, subject to certain exceptions, provide those California residents with either:

e Alist of the personal information categories disclosed to third parties for their
marketing purposes during the preceding calendar year, with the names and
addresses of those third parties.

e A privacy statement giving those California residents a cost-free means to opt out of
information sharing.

A business that provides a cost-free means to opt-out of information sharing or is not
covered by California's Shine the Light law does not need to include this optional
section. For more on California's Shine the Light law, see Practice Note, California
Privacy and Data Security Law: Overview: Shine the Light.

Changes to Our Privacy Policy



We reserve the right to amend this privacy policy at our discretion and at any time. When we
make changes to this privacy policy, we will post the updated notice on the Website and
update the notice's effective date. Your continued use of our Website following the posting
of changes constitutes your acceptance of such changes.

Drafting Note: Changes to Our Privacy Policy

The privacy policy should specify how the site operator notifies users of changes made to the
policy. The business should archive or keep all versions of the privacy policy on file so that it
has a clear record of what version was in effect at a particular time. It should also post the
prior version so that consumers can understand what changes were made.

Contact Information

If you have any questions or comments about this notice, the ways in which [COMPANY]
collects and uses your information described here [and in the Privacy Policy], your choices
and rights regarding such use, or wish to exercise your rights under California law, please do
not hesitate to contact us at:

Phone: [TOLL-FREE PHONE NUMBER] Website: [WEBSITE CONTACT URL] Email: [EMAIL
ADDRESS]

Postal Address:

[COMPANY]

Attn: [CONTACT NAME/DEPARTMENT]

[PHYSICAL ADDRESS]

[[OTHER CONTACT METHOD]: [CONTACT INSTRUCTIONS]]

If you need to access this Policy in an alternative format due to having a disability, please
contact [COMPANY EMAIL ADDRESS] [and] [COMPANY PHONE NUMBER].

Drafting Note: Contact Information

The policy must contain contact information that enables users to ask questions or raise
concerns regarding the site operator's privacy policy or information practices (Cal. Code Regs.
tit. 11, § 7011(c)(6)). A business adopting a contact method not listed, such as by contacting a
third-party dispute resolution service, should describe it using the optional clause provided.
The CCPA also requires the business to provide consumers with at least two methods for
making verifiable requests to exercise certain CCPA rights (see Drafting Note, Exercising Your
Rights to Know or Delete).

To help ensure consumers with disabilities can access the policy, this section also includes
specific contact information for alternate format requests (see Drafting Note, Policy
Presentation and Format). Businesses should ensure that any online publications meet the
Web Content Accessibility Guidelines published by the World Wide Web Consortium (see
W3C: Web Content Accessibility Guidelines (WCAG) Overview).



